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Communication-induced _check pointing Communication induced

check pointing (CIC) protocols avoid the domino effect without

requiring all checkpoint to be coordinated. Communication-induced

check pointing reduces or completely eliminates the useless

checkpoints.
In communication-induced check pointing, processes take two

types of checkpoints, namely Autonomous and Forced checkpoints.

The checkpoints that a process takes independently are called local

checkpoints, / Autonomdus check Points , while the.check points -

those are taken forcibly are called forced checkpoints.

The forced checkpoint must be taken before the application may
process the contents of the message. It is therefore desirable in these
systems to minimize the number of forced checkpoints.

Two types of communication-induced chéck pointing techniques

are used. They are Model based check pointing and Index-based

check pointing.

In model-based check pointing, the system maintains checkpoints
and communication structures to prevent the domino effect.

In.Index-based check pointing, the system uses an indexing

scheme for the local and forced checkpoint, such that the checkpoints of

rals

the same index at all processes form a consistent state.
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The check pointing algorithm

The checkpoint algofithm works on the following assumptions about the
distributed system:

e Processes communicate by exchanging messages through

communication channels.

e Communication channels are FIFO.

e Communication failures do not partition the network.

e No process fails during the execution of the algorithm.
The checkpoint algorithm takes two kinds of checkpoints on the stable
storage, They are Permanent and Tentative.

A permanent checkpoint is a local checkpoint at a process and is

a part of a consistent global checkpoint.

A tentative checkpoint is a temporary checkpoint

In case of a failure, processes roll back only to their permanent
checkpoints for recovery.

First phase

An initiating process Pi takes a tentative checkpoint and requests

all other processes to take tentative checkpoints.
After taking the tentative check points, Each process informs to the
initiator process Pi whether it succeeded in taking a tentative checkpoint.
A process says “no” to a request if it fails to take a tentative

checkpoint.



If Pi learns that all the processes have successfully taken tentative
checkpoints, Pi decides that all tentative checkpoints should be made
permanent; otherwise, Pi decides that all the tentative checkpoints
should be discarded.

Second phase

In second phase, after all check points the initiator process Pi informs to
all that we have reached at the end of the first phase. And do not send
any messages until there is an instruction / Decision.

[The algorithm requires that after a process has taken a tentative
checkpoint, it cannot send messages related to the underlying
computation until it is informed of Pi’s decision.]

Correctness

A set of permanent checkpoints taken by this algorithm is
consistent because of the following two reasons:

First, Either all or none of the processes take permanent
checkpoints, second, no process sends a message after taking a tentative
checkpoint until the receipt of the initiating process’s decision.

An optimization : Taking unnecessary check points are avoided.



Algorithm for Asynchronous Check pointing and Recovery

(Juang-Venkatesan algorithm for asynchronous checkpointing and

recovery)
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System model and assumptions
The algorithm makes the following assumptions about the
underlying system:
e The communication channels are reliable, deliver the messages in
FIFO order, and have infinite buffers.
e The message transmission delay is arbitrary, but finite.
o The processors directly connected to a processor via
communication channels are called its neighbors.

e The underlying computation or application is assumed to be event-

driven.
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To facilitate recovery after a process failure and restore the system

to a consistent state, two types of log storage are maintained, volatile

log and stable log.

Accessing the volatile log takes less time than accessing the stable
log, but the contents of the volatile log are lost if the corresponding
processor fails. The contents of the volatile log are periodically flushed
to the stable storage.

Asynchronous check pointing

After executing an event, a processor records a triplet (s, m,
msgs_sent) in its volatile storage,

where ‘s’ is the staté of the processor before the event,

‘m’ is the message

‘msgs_sent’ is the set of messages that were sent by the processor
during the event.

e A local checkpoint at a processor consists of the record of an event
occurring at the processor and it is taken without any synchronization
with other processors.

e Periodically, a processor independently saves the contents of the
volatile log in the stable storage and clears the volatile log.

o This operation is equivalent to taking a local checkpoint.

The recovery algorithm - Basic idea
e The main idea of the algorithm is to find a set of consistent
checkpoints, from the set of checkpoints.

e This is done based on the number of messages sent and received.



e Recovery may involve multiple iterations of roll backs by
Processors.

e Whenever a processor rolls back, it is necessarv for all other
processors to find out if any message sent by the rolled back
processor has become an orphan message.

e The orphan messages are identified by comparing the number of
messages sent to and received from neighboring processors.

e When a processor restarts afier a failure, it broadcasts 2
ROLLBACK message that it has failed.

e The recovery algorithm at a processor is initiated when it restarts
after a failure or when it learns of a failure at another processor.

e Because of the broadcast of ROLLBACK messages, the recovery
algorithm is initiated at all processors.
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Description of the Algorithm

When a processor restarts afier a failure, it broadcasts a
ROLLBACK message that it has failed.

The rollback starts at the failed processor and slowly diffuses into
the entire system through ROLLBACK messages.
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